Wireless communication among the mobile devices is the growing area of research. Ad hoc networks are created among them for exchanging information over the small distances. The distance among the devices uniquely determines the topology of these ad hoc networks. Bluetooth is a low-cost and low-power wireless technology used to form short-range wireless ad hoc networks. It is based on frequency hopping technique. In order to guarantee the accurate functioning and to verify the connectivity of the devices, there are numerous tools and techniques exits. Formal verification is one of the technique used to validate and verify the correctness of any protocol. Using the verification tool UPPAAL a Bluetooth ad hoc system is modeled to formally verify the device discovery mechanism. In the tool, an ad hoc network consisting of Bluetooth transmitter and receiver is designed using frequency hopping technique. The transmitter and receiver verified the properties in the tool. These properties are for checking the connectivity of transmitter and receiver and reception of data among them. The connectivity of transmitter and receiver is confirmed by verifying the receivers reply to the transmitter and data connectivity is verified by checking the energy level of receiver. From the simulation, it is found that the high energy level of receiver depicts the acceptance of data and the zero energy level depicts the non-acceptance of data. These results were verified using the verifier component of the tool and proved to be satisfied.
INTRODUCTION
Wireless networks have changed the way various devices are interconnected. There are various features that provide ease to communicate in the wireless medium like, devices can move freely, communication between these does not require any central access point, reduction in complexity for establishing the connections and many more. Among most promising wireless technologies that can be effectively used by the wireless mobile devices, Bluetooth technology is one of them.
Bluetooth technology, that is widely used to create ad hoc connections, provides the short-range wireless communication. It is considered as a Wireless Personal Area Network (WPAN) system that is intended for cable replacement and short distance ad hoc connectivity. Its main goals include robustness, low power, low cost, and low complexity. Using Bluetooth technology devices like cell phones, computer, laptops, PDAs etc. can be easily connected for exchanging information. The Bluetooth device establishes communication with other devices after discovering each other in their neighboring environment. So, in order to communicate, they must first discover each other. The work under study covers the Bluetooth device discovery mechanism and uses the formal approach to verify it.
There are various methods for analyzing the systems, which include simulation, testing, and formal verification. Among all, simulation cannot cover the complicated situations in the real networks, and so some subtle bugs may not be found out. Moreover, the testing can be performed only after a protocol is implemented. However, the formal verification verifies some properties of the specifications and finds the latent bugs in the design of the protocols. Formal Verification Techniques are used to provide a systematic way to assess the correctness of protocols, process, and systems. Compared to the other methods, the main difference lies in the fact that instead of only examining a limited area of the operational space of the system, they are used to examine the complete state space of possible operations. It implies that all possible combinations of inputs and actions can be taken into account and, therefore, all possible outputs can be derived.
The paper has been organized as follows. Sections 2 presents the background and cover the topics: Bluetooth ad hoc network, formal verification, spread spectrum, frequency hopping. Section 3 talked about the model checker UPPAAL. Modeling specifications of the system and results of formal verification is described in the section 4. Section 5 consists of the conclusion and future scope of the work. Finally, the section 6 gives the acknowledgements.
BACKGROUND
An ad hoc network is a network with temporary plug-in connections, in which the network devices are part of the network only for the duration of a communications session. Ad hoc networks are infrastructure less networks that do not require any central information hub for making connectivity. Connections between the devices are set up based on wireless media like, two PCs equipped with wireless adapter cards can set up an independent network whenever they are within range of one another. There are various wireless technologies available to create ad hoc network like Induction Wireless, Infrared Wireless, Ultra Wideband, ZigBee, IEEE 802.11b and Bluetooth [1] . Among all technologies, Bluetooth is the most promising wireless technology. It is a Personal Area Network technology, which aimed in particular at low-power devices communicating over short distances. It replaces the cable connectivity with wireless communication and promotes ad hoc networking [12] . Bluetooth technology is increasing at a rapid rate now days, many devices such as mobile phones, PDA"s and laptop computers have Bluetooth built into them.
Bluetooth
Bluetooth technology is designed for wireless communication between wide varieties of different Bluetooth enabled devices [30] . It reduces the need of cable connectivity. Bluetooth enabled devices transmit and receive in an unlicensed ISM (Industrial, Scientific, and Medical) frequency band of 2.4 GHz that is available globally [12] . The ISM band is free for use by other wireless devices and it creates a potential problem of interference. Thus, the interference immunity becomes a very important issue for Bluetooth. In order to avoid interference, Bluetooth uses a frequency-hopping spread-spectrum (FHSS) communication, which transmits data over different frequencies at different time intervals and devices alternate rapidly among 79 available frequencies in a pseudo-random fashion [15] .
Spread spectrum technique
Spread Spectrum is a modulation method applied to digitally modulated signals that increases the transmit signal bandwidth to a value much larger than is needed to transmit the underlying information bits. Spread Spectrum, originally developed for the military guidance and intelligence requirements [5] , "break a call into multiple parts, and uses constantly changing radio frequencies to improve data transfer reliability, reduce sensitivity to interference and jamming, and deny eavesdropping" [18] .
It provide many benefits like, transmission security, resistance to interference from other radio sources, redundancy, resistance to multipath and fading effects, etc. As a result, Spread Spectrum systems can coexist with other radio systems, without being disturbed by their presence and without disturbing their activity. There are two forms of spread-spectrum techniques: frequency hopping spread spectrum (FH) and direct sequence spread spectrum (DS) [18] .
Frequency Hopping Spread Spectrum (FHSS)
FHSS is a method of transmitting radio signals by rapidly switching a carrier among many frequency channels, using a pseudorandom sequence known to both transmitter and receiver [18] .The pseudorandom sequence or the hopping sequence is also known as FH code. If a long enough pseudorandom FH-code is used then unintended users are not able to determine the hopping pattern and use that information to intercept the transmission. It supports the anti-jamming capability and protection against undesired interception. It is a very robust technology, with little influence from noises, reflections, other radio stations, or other environment factors [19] . This technique is more suited to relatively low-data rate, low-power systems [13] .
Direct Sequence Spread Spectrum (DSSS)
DS involves transmitting at a much higher rate than the datarate, and convoluting the data with pseudo random spreading (chip) sequence [21] . Both the transmitter and receiver use the same pseudo random sequence to spread and de-spread the information signal [34] . At the receiver, the signal can be decoded by using correlation techniques, comparing the incoming signal with the spreading codes. DSSS can be used to increase the security of the transmission and also overcome jamming, multi-path and signal fading problems.
DSSS has the advantage of providing higher capacities than FHSS, but it is a very sensitive technology, influenced by many environment factors mainly reflections [19] . DSSS is more complex to implement than FHSS and is not suitable to low-power systems due to the high data rates involved [13] .
Device Discovery in Bluetooth
Devices in mobile ad hoc environments initially have no information about their surrounding environment. There is no centralized instance to query about the environment. Therefore, there must exist a protocol that provides means for detecting devices and enables devices to set up a connection, Bluetooth uses the Baseband protocol for this task. Two procedures are used in the device discovery procedure; inquiry and page [18] . For communicating, Bluetooth devices organize themselves into small networks called piconets, comprising one master and up to seven slave devices, in which the frequency hopping sequences are synchronized and controlled by the master. The master follows the two procedures to discover the device as follow [20, 15]  Page: After receiving the address and clock values of a (potential) slave device, the master communicate with the device via the paging process. During the paging process, the master establishes a connection with a slave [10] . The paging procedure takes a very short time (at most 20 ms) while the inquiry procedure might cause a significant delay (up to a few seconds on average) [14] .
The device discovery is performed by each node randomly entering into an inquiry mode. Inquiry nodes select a repeated pattern of 32 frequencies and send signal on selected frequency in given spot. Inquiry scan nodes also select a frequency at random in each spot and listen to the transmission at the selected frequency. The discovery (and establishment of master-slave relationship) occurs when both sender and receiver nodes are at the same frequency.
Formal Verification
In order to increase the quality of the protocols, designers of the protocol must validate the design of the protocol. There are several methods for validation like using a software model of protocol and performing it on virtual devices in simulated environment or doing live test on real hardware. These tests can be used to identify bugs but cannot exclude protocols blueprint errors [3] . Another method used to confirm the routing protocols is the Formal verification.
Formal verification is a systematic process that uses mathematical reasoning for the specification, development, and verification of computer-based software and hardware systems [2] [6] . It provides the systematic way to access the correctness of protocol, process, and system. It checks whether a design satisfies some requirements (properties).
There are three types of Formal verification techniques [3] : [4] . The software is split into a graphical user interface (GUI) implemented in JAVA and verification engine in C++ both available for most common platform [16] . For installing the tool, the system must be configured properly with Java version 6 (e.g. J2SE Java Runtime Environment) or newer. The software runs under the Windows, Linux, and Mac OS X [7] . UPPAAL is freely available for non-commercial applications in academic and for private persons at http://www.uppaal.com/. The usage of UPPAAL can be obtained from the tutorials [9] .
UPPAAL is designed for the formal verification of system that can be represented as networks of timed automata extended with elementary and structured data types and channel synchronization. Time automata are finite state machine with clocks [16] . These clocks handle time in UPPAAL. Time will progress globally at the same pace for the whole system [17] . As clock variables are used to represent time and permit measuring of time progress. Thus, the behavior of timed automata can be restricted by clock constraints [16] .
UPPAAL uses client-server architecture and split the tool into a graphical user interface and a model-checking engine. The user interface, or client, is implemented in Java and the engine, or server, is compiled for different platforms (Linux, Windows, Solaris) [9] . The GUI interface of UPPAAL has three main tool components: the system editor, the simulator, and the verifier. These tools are integrated on one common interface and work on same internal system model. This makes the exchange of information easier, e.g. loading diagnostic trace generated by the verifier into the simulator for further inspection [8] .
MODELING SPECIFICATION AND VERIFICATION RESULTS
In this study, a network of timed automata has been created using UPAAL. For this, three templates has been modeled to represent sender, receiver and to synchronize the frequency of sender and receiver. The template modeled for sender is shown in Figure 1 .
Fig. 1: Sender Template in Editor
There are three states defined for sender: sleep, sending and listening. The sender synchronizes with the receiver over the channels: run_sender, suspend_sender. Sender defines its local clock with variable "clock t". There are four anonymous state defined to show the sender changing states. Sender initially starts with sleep mode and after synchronization with the receiver, it shifts to the sending mode. Sender checks its status of current frequency with the defined frequency module each time before transmitting a signal and changes its state.
The template for the receiver is shown in Figure 2 . The receiver is defined with the states: sleep, scan, respond, and reply. Each state is given with time slots and one time slot is equal to 0.3125ms, specified in Table 1 . Receiver will first synchronize with the frequency hopping over the channel run_frequency and suspend_frequency and then synchronize with the sender over the channels: run_sender, suspend_sender, in order to create links.
.
Fig. 2: Receiver Template in Editor
In the scanning state, the receiver synchronizes with the frequency with respect to phase. After sender and receiver synchronize over the channels, receiver will scan the incoming signal. While receiver is scanning the signal, it will receive the data depending upon its energy level.
Finally, a template showing the receivers frequency is created to synchronize the sender and receiver as depicted in Figure 3 .
It is the receiver"s frequency, which keep track of the frequency that the receiver will use next time to start a scan.
Since the transmitter uses frequency-hopping spreadspectrum, the receiver device will synchronize its hops along with the sender"s hop. This will allow the receiver to communicate with the sender at the same frequency hopping at which the synchronization between them takes place. Sender and receiver will automatically form a connection when they come within the range of one another. When the receiver is in scanning state, it continuously listens to the current frequency. The frequency of the receiver changes with respect to its phase. Receiver, cycles through the 32 frequencies and changes frequently.
Once the links are established between the sender and receiver, they start transmitting the messages.
Simulation
In the simulation, all-possible states of the system are implemented. Receiver synchronizes using the frequency hopping to set its hopping environment. Then it set up its path with sender by synchronizing over the channels. After synchronizing, sender shifts from sleep state to sending state and starts connection with receiver over the same frequency hopping. Now when receiver and sender connect, they will transmit signal and data over the channels. Each time receiver checks for the frequency to synchronize with the sender, establishes connection with the sender. During scanning, the energy level of receiver is checked. If energy level of receiver is "zero", it shows that the data is not received over the connected link and if energy level is more than zero, it shows that the receiver is accepting the data over the connected links. Receiver will keep on scanning whether it is receiving data or not, and will changes its frequency each time in order to coordinate with respect to the phase. Simulation will keep on performing different transitions between the sender and receiver.
Results
This section presents the verification of the simulation results using the verifier component of UPPAAL. Verifier checks the properties to confirm the reply by receiver in establishing the connection. It verifies the reply of the receiver between different time intervals. Verifier evaluated the properties on bounded runs by time and checked the property as follows:
Pr [time<=30000] (<> receiver1.Reply): It checks the probability of replying within 30000 time units and the result is between [0.594986, 0.694986].
Similarly, probability to reply within 5000-70000 time units are checked and proved to be satisfied.
To check the receival of data between the sender and receiver, energy level of receiver is checked. Property in the verifier checks whether receiver is responding for the energy level within specified interval. Following shows the checked property:
Pr [energy<=1000] (<> time>=10000): It checks the probability of letting time pass 10000 time units with a limited energy budget and the result is between [0.95, 1].
Verification checks the probability of satisfying the property within the intervals.
Fig. 4: Verifier
As shown in the Figure 5 .5, all the properties are satisfied as represented by green dots. In the results described above, the connectivity of the receiver and sender in verified. It shows the time consumption of receiver to reply the sender. It checks whether the replies are received in the prescribed bounded time or not. It also detects the probability of receivers energy. Simulation shows that "zero" energy level of receiver depicts that receiver is not accepting the data or there is a loss of data and increase in the energy shows the receiver is accepting the data. The verifier of the tool gives the probability of energy detection and satisfies the property showing that the sender and receiver are connected over the network link.
CONCLUSIONS AND FUTURE WORK
Bluetooth is a widely used ad hoc technology for the communication over short distances. To verify the device discovery mechanism of Bluetooth ad hoc network, a Bluetooth ad hoc system consisting of a sender and a receiver is designed in UPPAAL. In the model designed, sender and receiver establish their connections using frequency hopping techniques. Two properties are checked to confirm the connectivity of the network, one confirming the connectivity of sender and receiver and another confirming the acceptance of data. The results are verified in the verifier component of the tool.
The sender and receiver connectivity is confirmed by verifying the receivers reply to the sender. The verifier component verifies the connectivity by checking the replies of receiver in different time intervals. The properties are proved to be satisfied in the verifier.
In order to confirm the data reception between sender and receiver, the energy level of the receiver is checked. From the simulation, it is found that the high energy level of receiver depicts the acceptance of data and the zero energy level depicts the non-acceptance of data. These results were verified using the verifier component of the tool and proved to be satisfied.
In future, this work can be extended by increasing the number of receivers and tracking the replies of different receivers in the tool. The sender and receiver can change their role by providing both side data communication. Verification of the tool can be checked for the properties such as trust between the different nodes.
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